Information Safety Basics

The top 4 things you can do to
keep your computer safe and
secure
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Computer Security = Risk Management
Risk Management = Information Safety + Information Protection

INFORMATION SECURITY



Safety: Aviation Industry
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It's never been safer to fly; deaths at record low

JOSHUA FREED, AP Airines Writers, SCOTT MAYEROWITZ, AP Airines Writers
Updated 11:12 a.m., Saturday, December 31, 2011

FILE - In this Dec. 23, 2011 file photo, travelers check their luggage at a United Airiines express check-in area at O'Hare
International Airport in Chicago. Boarding an airplane has never been safer. In the last 10 years, there were 153 fatalties in U.S.
airline crashes. That's 2 deaths for every 100 milion passengers and the safest decade in the countryfs aviation history,
according to an Associated Press analysis of government accident data. Photo: Nam Y. Huh / AP

NEW YORK (AP) — Boarding an airplane has never
0 @0 0 ﬁ been safer.
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death was even greater during the start of the jet age, with 1,696 people dying — 133 out of every
100 million passengers — from 1962 to 1971. The figures exclude acts of terrorism.
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Aviation Safety

The past 10 years have been the best in the country’s aviation history with 153
fatalities. That’s two deaths for every 100 million passengers on commercial fights,
according to an Associated Press analysis of government accident data.

The improvement is remarkable. Just a decade earlier, at the time the safest,
passengers were 10 times as likely to die when flying on an American plane. The risk
of death was even greater during the start of the jet age, with 1,696 people dying —
133 out of every 100 million passengers — from 1962 to 1971. The figures exclude
acts of terrorism.

There are a number of reasons for the improvements.

o The industry has learned from the past. New planes and engines are designed
with prior mistakes in mind. Investigations of accidents have led to changes in
procedures to ensure the same missteps don't occur again.

Better sharing of information. New databases allow pilots, airlines, plane
manufactures and regulators to track incidents and near misses. Computers
pick up subtle trends. For instance, a particular runway might have a higher
rate of aborted landings when there is fog. Regulators noticing this could
improve lighting and add more time between landings.

(“It's never been safer to fly; deaths at record low", AP, link to Seattle Pl version.)

Well, it seems there's nothing for information security to learn here. Move along.

Flled under: Doing it Differently, measurement, Science of Risk Management by adam on Wednesday,
January 25, 2012
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Organization of Risk Management

Information Safety Information Protection

« Traditional Malware * Custom Malware

« Phishing « Spear Phishing

» Disaster Recovery / BCP « Denial-of-Service Attacks

* Incident Analysis « Cyber Intelligence

« (Change Management * Incident Response”

« Laptop Theft « Server Data Breaches

« Software Security Quality « Software Security Architecture
» Security Modeling » Threat Modeling

« Patch Management « Attack Simulation (Red Team)
 Compliance * Reputation

e Fraud  Fraud



You have a computer.
You can install software.

Four things you can do to improve your personal safety.
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The Disasters

Malware (viruses)
Malware (again)

Compromised
Website

Something Bad
Happens



The Disasters

Kelly Patterson sent you a message on Vimeo! — Inbox

o} « = > I

alware (viruses) ..

Kelly Patterson sent you a message on Vimeo!
June 21,2012 7:23 PM

alware (again) ———

Kelly Patterson just sent you a message on Vimeo:

[}
Hi,
I | found your video on vimeo.com (video-sharing site),

can we publish your video on our news portal?

" Thank you,
e S I e Kelly Patterson, journalist

If you want to reply:
http://vimeo.com/messages/user10911396

Kelly Patterson's profile on Vimeo:

]
Don't want these alerts anymore?
a p p e n S http://vimeo.com/settings/advanced W



The Disasters

Malware (viruses)

Malware (again)

Compromised Linked m
Website

Something Bad
Happens



The Disasters

Malware (viruses)
Malware (again)

Compromised
Website
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You have a computer.
You can install software.

Four things you can do to improve your personal safety.

INFORMATION SAFETY



DISCLAIMER

these are product
recommendations



The Precautions

utomatic
Backups

utomatic
Updates

nti-Virus

asswords

Time Machine

@l Name: TimeVault

Available: 442.2 GB of 465.6 GB
—
Oldest Backup: March 11, 2010
Change Disk...
Latest Backup: Today, 1:30 PM
Options... Next Backup: Today, 2:30 PM

Time MaChine Time Machine keeps

« Hourly backups for the past 24 hours
« Daily backups for the past month

OFE ::] ON « Weekly backups until your backup disk is full

’z‘ Show Time Machine status in the menu bar

Q
'] Click the lock to prevent further changes.



The Precautions

Automatic
Backups
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i Secunia
PS|| Detects and installs missing security patches for your PC Secunia System Score Stay Secure
Patch Your PC 4| & pashboard

& Dashboard & Quick summary @ Compared to Minnesota, United States (&7

[ scan Resuilts (0)

Secunia Community Profile: jbenninghoff
8 Secure Browsing

How secure s your PC compared to users from Minnesota,
United States?

Last Scan: 16. Jun 2012, 11:24

$-scan your PC

| | User Type Difference
Secunia CSI Integration: Q

= Average user with Secunia PSI: +5%
Configuration < Auto-Updates: )

Average user without Secunia PSI: +15%
Learn More ~|  Auto-Updates History: 3 security patches installed

Last install 8. Jan 2012, 01:04

Learn more about Your PC CurrentState  Last Week
@ Put your stamp on the Secunia PSI 2.0
Auto Secunia System Score: 100% 100%
To all talented developers, enter the Secunia PSI Application
U pd ating State of Programs: Insecure @ 0 o Programming Interface (APT) and guide the future of the
Endofiife @ N o | Secunia PSI 2.0. Develop excitng new 2pps and customise
your views.
Patched @& 98 98
Total Scan Results [3] 98 98

EJ Development in your Secunia System Score for the past weeks ] Security patches for your programs during the past months 7

20
100% - W Securty patches
90% |
16
u u 0%
0% H
—-— 0% 2
0% o
0% 8
30% 6
20% 4
10%| 2
0% | o
Wesk 21 Week 22 Wazk 23 Waek 24 Week 25 Now Jan Fab Mar AT May Jon

Passwords



The Precautions

utomatic
Backu PS H oo

Settings

- Security Essentials is monitoring your PC and helping to protect it. Scan options:
u t O at I C o
|
I I I ——— Okl

O custom

@ Real-time protection: On

l ' p d E l | e S @) Virus and spyware definitions:  Up to date

| | | ]
Scan details
I I t I —VI rl | S Scheduled scan: Sunday around 3:00 AM (Quick scan) | Change my scan schedule
Last scan: 6/16/2012 at 11:12 AM (Quick scan)

asswords



The Precautions

Automatic
Backups

Automatic
Updates

Anti-Virus

Passwords

L XeNe] |4 1Password Sample

Q- Search in Standard Fields

MaczOT

(&) Accounts JuneCloud

& identities Hebiadlosdasn © http://www.maczot.com/

| ) secure Notes

A\ Software Mac OS X Hints Username juanpword

& waler Vi e password jieb6jorlard3u

¥ FOLDERS
(& A MacRumors Forums
Unassigned 3 macrumors.com @ High (Master Password)
» (& Tags e —————— )
(] Business > All Fields
(2] iphone MacUpdate
(] Personal
¥ SYNCING
| Macworld
&) Generated Passwords www.macworld.com
E Trash

MacZOT
maczot.com

meebo
meebo.com

Newsvine
newsvine.com

reddit

v.reddit.com




Questions?



Thank You!

Contact Information:

John Benninghoft
jiohn@transvasive.com
http://transvasive.com/

Twitter: @transvasive
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